DATA SHARING AGREEMENT
[CORE DATA PROVIDER ORGANISATION] AND MINISTRY FOR HOUSING
COMMUNITIES AND LOCAL GOVERNMENT
THIS AGREEMENT is made the [XX] day of [XX] 2018
BETWEEN
1) [CORE DATA PROVIDER ORGANISATION] of [full address] (“CORE Data Provider”)
and
2) THE MINISTRY FOR HOUSING, COMMUNITIES AND LOCAL GOVERNMENT of 2
Marsham Street, London, SW1P 4DF (“MHCLG”)
1. BACKGROUND

1.1. The Ministry for Housing, Communities and Local Government (MHCLG) collect data
on social housing lettings and sales via CORE (COntinuous REcording of social
housing lettings and sales) for statistical purposes. They are data controllers for all
data within the CORE system.
1.2. The purpose of this Agreement is to describe the duties of CORE data providers to
MHCLG and to formalise the arrangement established to share the data between
MHCLG and data providers. This agreement covers all data in the CORE system. This
agreement does not cover data providers’ own versions of these data.
1.3. Data providers and MHCLG will each be responsible for compliance with the Data
Protection legislation including the Data Protection Act 2018 and the EU General Data
Protection Regulation (GDPR).
1.4. MHCLG shall only collect data from and share data with CORE data providers that
have signed this data sharing agreement.
1.5. There are occasions when MHCLG may instruct a third party to carry out analysis on
the CORE dataset on their behalf. This third party will be a data processor for MHCLG
and work under a contract ensuring data protection compliance.
IT IS NOW AGREED as follows:
2. DEFINITIONS AND INTERPRETATION
2.1. In this Agreement the following words and phrases shall have the following meanings,
unless expressly stated to the contrary:
“Act” means the Data Protection Act 2018;
“Authorised Representatives” means the nominated lead officer representing each of the
parties with delegated authority to handle the day-to-day matters arising from this
Agreement;
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“Data Subject” means social housing lettings tenants and participants in discounted sales
where their data is reported via the CORE system.
“Data Controller” has the meaning in Article 4(7) of the GDPR and section 5(2) of the Act.
“Data Processor” has the meaning in Article 4(8) of the GDPR.
“Data Protection Legislation” means the Data Protection Act 2018 and all applicable laws
and regulations relating to the processing of personal data and privacy, including where
applicable the guidance and codes of practice issued by the Information Commissioner; it
includes the EU General Data Protection Regulation (GDPR).
“Data” means the data supplied by the CORE data providers via the CORE system and the
data that is calculated or derived via the CORE system based on that initial data;
“GDPR” means the new EU General Data Protection Regulation
“Parties” meansthe parties to this Agreement, namely MHCLG and the CORE data
providers. CORE data providers include social housing providers and managing
organisations that provide data on behalf of the social housing providers.
“Personal Data” has the meaning in Article 4(1) of the GDPR.
“Processing” has the meaning in Article 4(2) of the GDPR
“Request for Information” means a request for information or a request under the
Freedom of Information Act 2000.
In this Agreement:
A.
B.
C.
D.

The masculine includes the feminine and neuter;
Person means a natural person;
The singular includes the plural and vice versa;
A reference to any statute, enactment, order, regulation or other similar
instrument shall be construed as a reference to the statute, enactment, order,
regulation or instrument as amended by any subsequent statute, enactment,
order, regulation or instrument or as contained in any subsequent re-enactment.

2.2.
Headings are included in this Agreement for ease of reference only and shall not
affect the interpretation or construction of this Agreement.
2.3.
References in this Agreement to Clauses, Paragraphs and Annexes are, unless
otherwise provided, references to the Clauses, Paragraphs and Annexes of this Agreement.
2.4.
In the event and to the extent only of any conflict or inconsistency between the
provisions of this Agreement and the provisions of any document referred to or referenced
herein, the provisions of this Agreement shall prevail.
3. COMMENCEMENT AND TERM
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3.1.
This Agreement shall commence upon signature by the Parties and shall continue in
effect whilst the CORE data collection remains live, in accordance with the requirements of
this Agreement unless otherwise subject to earlier termination in accordance with Clause 15.
3.2.

The Parties may, by mutual consent in writing, agree to amend this agreement.

4. PURPOSE AND SCOPE OF DATA COLLECTION VIA CORE
4.1. CORE (COntinuous Recording of social housing lettings and sales) is a national
information source funded by the Ministry of Housing, Communities and Local
Government that records information on the characteristics of Private Registered
Providers’ and Local Authorities’ new social housing tenants and the homes they rent
and buy.
4.2. The CORE dataset includes information on the letting or sale, type of tenancy or sale,
rents and charges, demographic information about the tenant/buyer and other
information related to the tenants/buyers themselves (e.g. source of referral, route into
housing, whether they are on benefits, income).
4.3. The data in the CORE dataset is considered personal data because individuals could
be easily identified. The dataset does not contain direct personal identifiers but when
taken as a whole the data allows social housing tenants to be identified. This is
because the dataset contains information such as UPRN (Unique Property Reference
Number), which allows properties to be uniquely identified or full postcode data.
4.4. The dataset also contains information which is very sensitive, and which in some
cases is “special category” personal data for the purposes of the GDPR, and if
disclosed could cause considerable distress to the data subject, for example it
indicates whether the social housing tenant has been in prison or probation or referred
by a mental health institution; or whether anyone in the household has suffered from
domestic abuse or hate crime.
5. ROLES AND RESPONSIBILITIES
5.1. MHCLG shall be the ‘Data controller’ for all personal data held within the CORE
database.
5.2. CORE data providers are data controllers for personal data that they hold within their
own systems. It is recognised that while much of the CORE data will be replicated in
data collections held by CORE data providers, each organisation accepts full data
controller responsibility for the data it holds.
5.3. CORE data providers need to submit information for the tenancy, the tenants and the
property each time there is a new social housing letting or sale. The data collection
covers general needs and supported housing lettings. Since April 2012, local
authorities and private registered providers report their affordable rent lettings as well
as their social rent lettings and, from April 2017, rent-to-buy lettings are also included.
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5.4. In order to be compliant with the data protection legislation all data subjects (social
housing tenants and buyers) from the CORE dataset need to be informed of how their
data will be processed and used.
5.5. MHCLG has set the information that needs to be provided to new CORE data subjects
in the privacy notice in Annex 1 of this agreement. CORE data providers must either
share the MHCLG privacy notice with tenants or if using their own privacy notice, state
within that they share the data with MHCLG and provide a link to the MHCLG privacy
notice.
5.6. MHCLG understands that it is practically impossible or would require disproportionate
effort to share the privacy notice with the data subjects of data already submitted to
CORE by contacting them individually. Instead, CORE data providers shall make the
privacy notice in Annex 2 available to all their social housing tenants via a method of
communication to be determined locally which is proportionate in meeting their right to
be informed. By signing this data sharing agreement CORE data providers confirm that
they will make the privacy notice in Annex 2 available to all their current social housing
tenants.

6. LEGAL BASIS FOR DATA SHARING
6.1. CORE provides MHCLG with an essential evidence base for monitoring and
developing government policy, in particular to assess who is accessing social housing
and their associated tenancy and property details. It is necessary therefore that the
personal data that forms the CORE data is processed for that purpose. The legal basis
for processing this personal data is s(8)(d) of the Data Protection Act 2018 which
states:
In Article 6(1) of the GDPR (lawfulness of processing), the reference in point (e) to
processing of personal data that is necessary for the performance of a task carried out
in the public interest or in the exercise of the controller’s official authority includes
processing of personal data that is necessary for— (d) the exercise of a function of the
Crown, a Minister of the Crown or a government department.
6.2. In addition to the previous paragraph, Processing of ‘special category’ personal data is
prohibited unless a condition at Article 9 of the GDPR is satisfied. In this case the
relevant condition is Article 9(2)(g) “the processing is necessary for reasons of
substantial public interest”,
6.3. Article 10(5) of the GDPR requires that the processing of any criminal convictions and
offences data shall be carried out only under control of official authority or when the
processing is authorised in law. In this case section 9(5) of the Act provides that this
requirement is met by the processing being necessary by virtue of the same condition
at Schedule 1, Part 2.
6.4. The data submitted to CORE and processed is made available to the CORE data
providers registered in the system for further use to encourage use of available
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evidence to assess housing requirements. CORE data providers can only access
CORE personal data that has been submitted by their organisation.
7. USE OF DATA
7.1. The Parties understand that the CORE data submitted via the CORE data collection
and accessed via the same system is being used for research and analytical purposes
only and cannot be used for any other purpose, such as making decisions in relation to
specific individuals.
8. SECURITY OF DATA TRANSFER
8.1. The security of the CORE data collection system is compliant with Government
security standards (https://core.communities.gov.uk/public/index.html).
8.2. All parts of the CORE website where an individual’s letting/sale data is submitted or
downloaded are only accessible via login and passwords. The CORE system has
hierarchies in place to ensure that data providers and users can only submit, view or
download data for the organisations they are associated with.
8.3. Data providers will be able to access the CORE personal data they submitted right
after it is validated by the system; but can only access processed data from MHCLG
after MHCLG has published the data. MHCLG will make the processed data available
to data providers as soon as possible via the system.
8.4. CORE team members in MHCLG and third party data processors as
developers/maintenance contractors have access to all parts of the website, including
data. There is a separate contract with TSO that covers their handling of the data. All
CORE staff that have access to the data have had training on how to handle personal
data.
8.5. All work carried out by MHCLG will follow appropriate security measures and
procedures to ensure the protection of the data.

9. PROTECTION OF PERSONAL DATA

9.1. CORE data providers and MHCLG agree that they shall:
A. Implement appropriate technical and organisational measures to protect the
Personal Data against unauthorised or unlawful Processing and against
accidental loss, destruction, damage, alteration or disclosure. These measures
shall ensure a level of security appropriate to the harm which might result from
any unauthorised or unlawful Processing, accidental loss, destruction or damage
to the Personal Data and having regard to the nature of the Personal Data which
is to be protected;
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B. Take reasonable steps to ensure the reliability of any personnel who have access
to the Personal Data. MHCLG and Data providers will ensure such personnel will
be a limited number of analysts assigned to the data collection.
9.2. The data providers and MHCLG shall comply at all times with the Data Protection
Legislation and shall ensure that they each perform their obligations under this
agreement in full compliance with the Data Protection Legislation and any other
applicable law, in particular the Human Rights Act 1998 and the common law duty of
confidentiality.

9.3. CORE data providers should limit access to CORE to a small number of individuals
who can be named on request. CORE access is limited to registered users only via
password, but it is the responsibility of the CORE data providers to ensure that all
individuals granted access to the datasets should be briefed on the legal requirements
around handling and storing the Data from CORE.
10. FREEDOM OF INFORMATION
10.1. MHCLG acknowledges that CORE data providers that are or act on behalf of local
authorities may be subject to the requirements of the FOIA and the Environmental
Information Regulations and shall assist and cooperate with them to enable them to
comply with their Information disclosure requirements.
11. LOSS OR UNAUTHORISED RELEASE
11.1. CORE data providers will report to MHCLG any loss or unauthorised release of the
Data as soon as possible and no later than 24 hours after the loss or unauthorised
release is identified. MHCLG will report to CORE data providers any loss or
unauthorised release of the Data as soon as possible and no later than 24 hours after
the loss or unauthorised release is identified.

11.2. CORE data providers and MHCLG acknowledge that any loss or unauthorised
release of the Data can be treated as valid grounds for immediately terminating this
agreement by MHCLG.
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12. AUTHORISED REPRESENTATIVES
12.1. CORE data providers and MHCLG will each appoint an Authorised Representative to
be the primary point of contact in all day-to-day matters relating to this Agreement:
12.2. For [the Data Provider]:
Name:
Postal Address:
E-mail address:
Telephone number:
12.3.

For MHCLG:
Name: Rachel Worledge
Postal Address: South-west section, 4th Floor, Fry Building, 2 Marsham Street,
London, SW1P 4DF
E-mail address: Rachel.Worledge@communities.gsi.gov.uk
Telephone number: 0303 444 4186

13. PRODUCTS AND PUBLICATIONS
13.1. The Data potentially allows for persons to be identified, although the risk of this
happening should be minimised by the steps taken in clause 9. CORE data providers
should agree to carry out a thorough check of the Data and ensure that all steps are
taken within its powers to minimise the risk that any outputs lead to identification of a
person by a third party.
14. DISPUTE RESOLUTION
14.1. Any disputes arising concerning this Agreement will be resolved initially by
discussions between the Authorised Representatives of the CORE data providers and
MHCLG.
14.2. If the dispute cannot be resolved amicably between the Authorised Representatives
then the matter will be escalated to: for the CORE data providers: the Chief Executive;
and for MHCLG: the Deputy Director of the Data, Analytics and Statistics Division.
15. TERMINATION
15.1. Any Party may terminate this Agreement upon one month’s written notice to the
other.
15.2. Any Party may terminate this Agreement with immediate effect in the event of a
material breach of its obligations by the other Party to this Agreement.
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16. STATUTORY COMPLIANCE
16.1. The Parties shall comply with all relevant legislation, regulations, orders, statutory
instruments and any amendments or re-enactments thereof from the commencement
of this agreement.
AS WITNESS of which the parties have set their hands on the day and year first above
written
SIGNED for and on behalf of
[JOB TITLE OF AN OFFICER WITH APPROPRIATE DELEGATED AUTHORITY]
FOR [CORE DATA PROVIDER NAME]
By:

___________________________
Name:
Title:

SIGNED for and on behalf of
THE DEPUTY DIRECTOR
of THE DATA, ANALYTICS & STATISTICS in the MINISTRY
COMMUNITIES AND LOCAL GOVERNMENT
By:

FOR HOUSING,

___________________________
Name: Sandra Tudor
Title: Deputy Director
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Annex 1 – Privacy Notice for tenants/buyers of new social housing tenancies/sales

COntinous REcording of Social
Housing lettings and Sales (CORE)
Information for tenants of new social housing
lettings or sales

HOW ARE WE USING YOUR INFORMATION?
If your household has entered a new social housing
tenancy, social housing providers will share your
personal information with the Ministry of Housing,
Communities & Local Government for research and
statistical purposes only.

HOW IS THIS INFORMATION PROVIDED?
The information is provided via CORE (COntinuous
REcording), a website funded and managed by
MHCLG. It collects information on the tenants/buyers,
tenancy/sale and dwelling itself. MHCLG is
responsible for ensuring that all data we hold is
processed in line with Data Protection legislation.

WHY ARE WE SHARING THIS INFORMATION?
Information collected via CORE is anonymised
shared with other public sector bodies, for example
the social housing regulator. CORE data providers
can also access data for their organisations via the
CORE system. Data is only shared for research and
statistical purposes.

HOW DOES THIS AFFECT YOU?
The information shared with other public bodies is
anonymous and handled with care in accordance
with the law. We are collecting and sharing your
information9to help us understand better the social
housing market and inform social housing policy. It
will not affect your benefits, services or treatments
that you get.

IF YOU WANT TO KNOW MORE…
CORE Data is collected on behalf of the Ministry of Housing, Communities and Local
Government (MHCLG) for research and statistical purposes only. The processing
must have a lawful basis which, in this case, is that the processing is necessary for
the performance of a task carried out in the public interest to meet a function of the
Crown, a Minister of the Crown or a government department. Data providers do not
require the consent of tenants to provide the information but tenants have the right to
know how and for what purpose your data is being collected, held and used.
You have the right to object and you have the right to obtain confirmation that your
data is being processed, and to access your personal data. You also have the right to
have any incorrect personal data corrected.
The information collected via CORE relates to your tenancy, the dwelling you are
living in or buying, and your household. Some of the information may have been
provided by you as a tenant when signing the new tenancy or buying your property;
other has been gathered from the housing management systems of social housing
providers. Data collected will be held for as long as necessary for research and
statistical purposes. When no longer needed, CORE data will be destroyed in a safe
manner.
We are aware that some of the data collected is particularly sensitive: ethnic group;
previous tenure in hospital or prison/approved probation hostel support; if household
left last settled home because discharged from prison/ long stay hospital/ other
institution; or if source of referral is probation/ prison, youth offending team,
community mental health team or health service. Please rest assured that all the
information collected via CORE is treated in accordance with Data Protection
requirements and guidelines, and used anonymously.
Data is published by MHCLG in aggregate form on an annual basis as part of a report
and complementary tables. To access the annual publications on lettings please visit
https://www.gov.uk/government/collections/rents-lettings-and-tenancies; To see the
publications on sales please visit https://www.gov.uk/government/collections/socialhousing-sales-including-right-to-buy-and-transfers
CORE data is shared with other public sector bodies for research and statistical
purposes only. For example, data is shared with the social housing regulator and the
Greater London Authority to allow them to exercise their role in providing adequate
social housing. The record level data is anonymised and protected to minimise the
risk of identification and deposited with the UK Data Archive for research purposes
only.
If you are unhappy with how any aspect of this privacy notice, or how your personal
information is being processed, please contact the Department Data Protection
Officer at: dataprotection@communities.gsi.gov.uk and if you are still not happy, you
have the right to lodge a complaint with the Information Commissioner’s Office (ICO):
https://ico.org.uk/concerns/
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Annex 2 – Privacy Notice for all social housing tenants of CORE data provider

COntinous REcording of Social
Housing lettings and Sales (CORE)
Information for all social housing tenants

HOW ARE WE USING YOUR INFORMATION?
If your household has entered a new social housing
tenancy after 1989, social housing providers would
have shared your personal information with the
Government for research and statistical purposes at the
time you entered the tenancy.

HOW IS THIS INFORMATION PROVIDED?
The information is provided via CORE (COntinuous
REcording). CORE was set up in 1989 and initially only
recorded data from private registered providers but
from 2004 local authority lettings are also recorded. It
collects
information
on
the
tenants/buyers,
tenancy/sale and dwelling itself. The Ministry of
Housing Communities and Local Government (MHCLG)
has been responsible for the management of CORE
since October 2015, including ensuring that all data is
processed in line with Data Protection legislation.

WHY ARE WE SHARING THIS INFORMATION?
Information collected via CORE may be shared with
other public sector bodies, for example the social
housing regulator. CORE data providers can also
access data for their organisations via the CORE
system. Data is only shared for research and statistical
purposes.

HOW DOES THIS AFFECT YOU?
The information with other public bodies is
anonymous and handled with care in accordance with
the law. We are collecting and sharing your
information to help us understand better the social
11
housing market
and inform social housing policy. It
will not affect your benefits, services or treatments that
you get.

IF YOU WANT TO KNOW MORE…
CORE Data is collected on behalf of the Ministry of Housing, Communities and Local
Government (MHCLG) for research and statistical purposes only. The processing must
have a lawful basis which, in this case, is that the processing is necessary for the
performance of a task carried out in the public interest to meet a function of the Crown, a
Minister of the Crown or a government department. Data providers do not require the
consent of tenants to provide the information but tenants have the right to know how and
for what purpose your data is being collected, held and used.
You have the right to object and you have the right to obtain confirmation that your data
is being processed, and to access your personal data. You also have the right to have
any incorrect personal data corrected.
The information collected via CORE relates to your tenancy, the dwelling you are living in
or buying, and your household. Some of the information may have been provided by you
as a tenant when signing the new tenancy or buying your property; other has been
gathered from the housing management systems of social housing providers. Data
collected will be held for as long as necessary for research and statistical purposes.
When no longer needed, CORE data will be destroyed in a safe manner.
We are aware that some of the data collected is particularly sensitive: ethnic group;
previous tenure in hospital or prison/approved probation hostel support; if household left
last settled home because discharged from prison/ long stay hospital/ other institution;
or if source of referral is probation/ prison, youth offending team, community mental
health team or health service. Please rest assured that all the information collected via
CORE is treated in accordance with Data Protection requirements and guidelines, and
used anonymously.
Data is published by MHCLG in aggregate form on an annual basis as part of a report and
complementary tables. To access the annual publications on lettings please visit
https://www.gov.uk/government/collections/rents-lettings-and-tenancies; To see the
publications on sales please visit https://www.gov.uk/government/collections/socialhousing-sales-including-right-to-buy-and-transfers
CORE data is shared with other public sector bodies for research and statistical
purposes only. For example, data is shared with the social housing regulator and the
Greater London Authority to allow them to exercise their role in providing adequate
social housing. The record level data is anonymised and protected to minimise the risk
of identification and deposited with the UK Data Archive for research purposes only.

If you are unhappy with how any aspect of this privacy notice, or how your personal
information is being processed, please contact the Department Data Protection Officer at:
dataprotection@communities.gsi.gov.uk and if you are still not happy, you have the right
to lodge a complaint with the Information Commissioner’s Office (ICO):
https://ico.org.uk/concerns/
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